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Initial Survey: Vote tor Top 20

Biodiversity loss and Breakdown of critical
Y information infrastructure &

ecosystem collapse networks C rea tEd

. I o . . . . Droughts in Sub-Saharan .
Capital availability / credit risk Commodity price fluctuations Deflation Africa 20 1 6 Fi Sk

Asset bubble Banking reputational risk

: ) Education and skills : i —
Ebola virus outbreak Economic Slowdown development Energy price shock U n |Ve rse
Escalation in large-scale cyber Escalation of economic and . 5 2 rl S kS N
. . Exchange rate fluctuations Extreme weather events
attacks resource nationalisation tota |

Failure / shortfall of critical Failure of a major financial Failure of climate-change Fiscal crisis in key economics
infrastructure mechanism or institution adaptation

Food crises Governance failure _ Increasing Corruption

Interstate conflict with
regional consequences

Increasing Strike Action Insufficient Electricity Supply Lack of Innovation
Large-scale involuntary Major escalation in organised Man-made environmental

Lack of leadership migration crime and illicit trade catastrophes

Massive incident of data fraud
/ theft

Profound political and social Prolonged recession in high- Prolonged recession in the
instability income countries BRICS countries

Reputational damage or
adverse media / social media
attention

Mismanaged urbanisation Misuse of technologies Natural catastrophes

Multiple
sources
used for the
Structurally high 2016 risk

Spread of infectious diseases State collapse or crisis unemployment / Terrorist attacks
underemployment re pO rt

Rising pollution in the

developing world Severe income disparity Skills shortage

The weakening of

. Unmanaged inflation Water crisis Weapons of mass destruction
representative democracy

Source of 2016 Risk Universe:

WEF Global Agenda 2015 Report

South Africa Risk Report 2015 WEF Global Risks 2015 Report

World Bank Sub-Saharan Africa
Outlook 2015

Aon Global Risk Management
Survey 2015

PwC Risk in Review 2015




Initial Survey: Vote tor Top 20

Biodiversity loss and Critical information
ecosystem collapse infrastructure breakdown

Asset bubble Banking reputational risk

Droughts in Sub-Saharan

Capital availability / credit risk Commodity price fluctuations Deflation Africa

Education and skills
development

et |r;tlfar3|((es-scale G _ Exchange rate fluctuations Extreme weather events

Failure / shortfall of critical Failure of a major financial Failure of climate-change Fiscal crisis in key economics

infrastructure mechanism or institution adaptation
Lack of Innovation

Increasing Strike Action Insufficient Electricity Supply
Large-scale involuntary Major escalation in organised Man-made environmental
migration crime and illicit trade catastrophes

Massive incident of data fraud
/ theft

Ebola virus outbreak Economic Slowdown Energy price shock

Mismanaged urbanisation Misuse of technologies Natural catastrophes

Profound political and social Prolonged recession in high- Prolonged recession in the
instability income countries BRICS countries

Reputational damage or

adverse media / social media FOEIE, poII'utlon in the
. developing world
attention

Unemployment or
underemployment

Severe income disparity Skills shortage

Unmanaged inflation Water crisis

Categories of 2016 Risk Universe:

Economic Environmental Geopolitical

Societal Technological

How the
2016 risk
universe is
spread
across the
WEF
categories



Initial Survey: Risks based on NDP Impact

Interlinked Priorities: Developmental Themes, with Summarised Objectives:

1. Uniting all South Africans around a common programme ECONOMY AND EMPLOYMENT —
to achieve prosperity and equit S
prosperity quity ENVIRONMENTAL SUSTAINABILITY AND RESILIENCE —

Promoting active citizenry to strengthen, development,

democracy and accountability.

o : . : INCLUSIVE RURAL ECONOMY -
Bringing about faster economic growth, higher investment

and greater labour absorption. SOUTH AFRICA IN THE REGION AND THE WORLD -
Focusing on key capabilities of people and the state. TRANSFORMING HUMAN SETTLEMENTS —
Building a capable and developmental state. IMPROVING EDUCATION, TRAINING AND INNOVATION -
Encouraging strong leadership throughout society to work

together to solve problems.

HEALTHCARE FOR ALL —

Survey respondents were asked to select the top SOCIAL PROTECTION -
risks that could adversely affect the achievement of
the South African Government’s National
Development Plan priorities and objectives for 2030.
They were also asked to select the top risks in their BUILDING A CAPABLE AND DEVELOPMENTAL STATE —

respective industries.

BUILDING SAFER COMMUNITIES —

FIGHTING CORRUPTION —
NATION BUILDING AND SOCIAL COHESION —




Initial Survey: Results — Top 20 National Risks

Failure / shortfall of critical
infrastructure

Lack of leadership

Governance failure

Increasing Corruption

Increasing Strike Action Insufficient Electricity Supply

Massive incident of data fraud
/ theft

Profound political and social
instability

Reputational damage or
adverse media / social media
attention

South Africa Risk Report 2015

State collapse or crisis

Unmanaged inflation

Source of 2016 Risk Universe:

WEF Global Risks 2015 Report

Major escalation in organised
crime and illicit trade

Prolonged recession in the
BRICS countries

Severe income disparity Skills shortage

Structurally high
unemployment /
underemployment

Water crisis

WEF Global Agenda 2015 Report

Outlook 2015

World Bank Sub-Saharan Africa

Survey 2015

Aon Global Risk Management

PwC Risk in Review 2015

Interesting
to see how
the Top 20
national risk
profile is
spread
across the
various
sources




Initial Survey: Results — Top 20 Industry Risks

The Top 20
industry
level risk
profile is

also spread

Failure / shortfall of critical

infrastructure aCross the

Governance failure Increasing Corruption Va I’I O U S

sources

Increasing Strike Action Insufficient Electricity Supply Lack of Innovation

Major escalation in organised

Lack of leadership crime and illicit trade

Massive incident of data fraud
/ theft

Profound political and social
instability

Reputational damage or
adverse media / social media Severe income disparity Skills shortage
attention

Misuse of technologies

Structurally high
State collapse or crisis unemployment /
underemployment

Unmanaged inflation Water crisis

Source of 2016 Risk Universe:

South Africa Risk Report 2015 WEF Global Risks 2015 Report WEF Global Agenda 2015 Report

World Bank Sub-Saharan Africa
Outlook 2015

Aon Global Risk Management

Slrvey 2015 PwC Risk in Review 2015
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Top 20 Risks for South Africa: In no particular order

Failure / shortfall of critical infrastructure

Education and skills development

Increasing strike action

Lack of leadership

Massive incident of data fraud / theft

Prolonged recession in the BRICS countries

Reputational damage or adverse media /
social media attention

Skills shortage

Structurally high unemployment /
underemployment

Water crisis

Governance failure

Increasing corruption

Insufficient electricity supply

Major escalation in organised crime and
illicit trade

Profound political and social instability
Regulatory / legislative changes
Severe income disparity

State collapse or crisis

Unmanaged inflation

Weakening of representative democracy

Risk Labs: Top 20 Ranking for the Country

Participants
were asked
to provide
Likelihood
and Impact
ratings for

the Top 20
national
risks

A Rare/Remote

A Insignificant

B. Unlikely B. Minar

C. Moderate C. Moderate
D. Likely 0. High

E. Almost certain E. Critical



Risk Labs: Top 20 Ranking for Industry

Top 20 Risks for South Africa: In no particular order

Failure / shortfall of critical infrastructure

Government policy changes
Increasing strike action

Lack of innovation

Major escalation in organised crime and
illicit trade

Misuse of technologies

Regulatory / legislative changes
Severe income disparity

State collapse or crisis

Unmanaged inflation

Governance failure
Increasing corruption
Insufficient electricity supply

Lack of leadership

Massive incident of data fraud / theft

Profound political and social instability

Reputational damage or adverse media /
social media attention

Skills shortage

Structurally high unemployment /
underemployment

Water crisis

Participants
were asked
to provide
Likelihood
and Impact
ratings for

the Top 20
industry
level risks

A Insignificant

A. Rare/Remote

B. Unlikely B. Minor
C. Moderate C. Moderate
D. Likely D. High

E. Almost certain E. Critical
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IRMSA Conference: Additional Ratfing - Risk Velocity

= |n this context Risk Velocity refers to the speed = 217 10 Meact and LRSnooad afthe fskin the

South Africa and your Industry, as well as the ¢ a: impact Scale: igh
. - -
. IRMSA Risk Report Risk Velocity Scale e
i/ Participants P y . . : i 2
were as_ked Rating Descriptor Definition Likelihood Scale-
to provide Likely
Risk 5 I [ t |O /i / h ' ithin 1 d
. t t t .

Ve|0CIty mminen nset / impact / response happening now or within 1 r . N . n;r .
ratings for = =
the Top 20 4 Rapid Onset / impact / response occurs within 1 -3 months .. . £ the ric ,

risks — next 10 years.
. A: Impact Scale: .
National & 3 Moderate | Onset/impact/response occurs within 3 months - 1\ _ Al
Industry B —
nat
levels F ) . - 3
2 Slow Onset / impact / response occurs within 1 - 3 years = = & =]
Likelihood Scale:
\ Moderate
1 Very Slow | Onset/impact / response occurs within 3 - 5 years 4 — 7
et
= L o, =  J
A B C ) E
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Gathering info

Interpreting info

Report writing
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Top 20 Risk Rankings: National Level

Insufficient electricity supply

Increasing corruption

Skills shortage

Education and skills development

Water crisis

Structurally high unemployment / underemployment
Lack of leadership

Increasing strike action

Failure / shortfall of critical infrastructure

Severe income disparity

Profound political and social instability

Major escalation in organised crime and illicit trade
The weakening of representative democracy
Governance failure

Regulatory / legislative changes

Unmanaged inflation

State collapse or crisis

Reputational damage or adverse media / social media attention
Prolonged recession in the BRICS countries

Massive incident of data fraud / theft

4.69
4.6
4.55
4.6
4.76
4.46
4.56
4.31
4.56
4.08
4.42
4.2
4.29
4.2
3.88
4.43
4.67
3.75

3.93

4.47
4.52
4.55
4.37
4.2
4.45
4.34
4.33
4.08
4.42
3.91
3.93
3.8
3.82
4.11
3.49
3.25
3.9
3.51
3.54

20.96
20.79
20.7
20.1
19.99
19.85
19.79
18.66
18.6
18.03
17.28
16.51
16.3
16.04
15.95
15.46
15.18
14.63
14.04

\13.91/

NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP
NDP

Overall
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Top 20 Risk Rankings: Industry Level

Regulatory / legislative changes

Insufficient electricity supply

Skills shortage

Increasing corruption

Government policy changes

Reputational damage or adverse media / social media attention
Massive incident of data fraud / theft

Profound political and social instability

Water crisis

Failure / shortfall of critical infrastructure
Structurally high unemployment / underemployment
Unmanaged inflation

Governance failure

Lack of leadership

State collapse or crisis

Major escalation in organised crime and illicit trade
Severe income disparity

Increasing strike action

Misuse of technologies

Lack of innovation

4.28
4.01
4.06
3.82
3.94
4.21
4.15
4.05
3.8
3.99
3.5
3.89
4.1
4.23
4.26
3.64
3.29
3.34
3.56
3.7

4.19
4.14
3.71
3.92
3.67
3.35
3.34
3.27
3.36
3.11
3.48
3.11
2.94
2.8
2.78
3.24
3.5
3.34
3.06
2.94

Results: Combined Top 20 Risk Rankings and Scores

17.93
16.6
15.06
14.97
14.46
14.1
13.86
13.24
12.77
1241
12.18
12.1
12.05
11.84
11.84
11.79
11.52
11.16
10.89

\.10.88

Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry
Industry



Results: Combined Top 20 Risk Dashboard

Consequences

Critical E
R, 22 @%%:99
Sk Toed
o “00°

e | @ °% 0
Minor B
Insignificant A

A B C D E

Likelihood of occurrence
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Results: Combined Top 10 Risk Rankings
Figure 1: Top Ten South African Country Level Risks Figure 2: Top Ten South African Industry Level Risks
Insufficient Electricity Supply o Regulatory / Legislative Changes
I @
Skills Shortage o - Skills Shortage
T O
I O
Structurally High Unemployment / Reputational Damage or Adverse Media / Social
Underemployment Media Attention
Lack of Leadership o Massive Incident of Data Fraud / Theft
Increasing Strike Action e Profound Political and Social Instability

e—— O K




Results: Top Three Risks by Industry

ommunications and Technology | REeE =T [ =100 Insufficient electricity supply]  Skills shortage
changes

Entertainment and Media

Finandcial Services

Government and Public Services

Healthcare

Hospitality and Leisure
Industrial Manufacturing

Mining, Engineering and
Construction

Professional Services

Retail and Consumer

Transport and Logistics

Energy, Water and Utilities Water crisis

Profound political and social
instability

Regulatory / legislative
changes

Increasing corruption

Regulatory / legislative
changes

Regulatory / legislative
changes

Insufficient electricity supply

Increasing strike action

Insufficient electricity supply

Insufficient electricity supply

Regulatory / legislative
changes

Regulatory / legislative
changes

Increasing strike action

Water crisis

Insufficient electricity supply
Insufficient electricity supply
Widoalve MICIder it Of ddid
fraud / theft

Water crisis

Failure # shortfall of critical

infrastructure

Skills shortage

Increasing corruption
Massive incident of data

fraud / theft

Government policy changes

Insufficient electricity supply

Skills shortage

Reputational damage or
adwverse media /¢ social media
attention

Massive incident of data fraud
S theft

Lack of leadership

Reputational damage or
adverse media / social media
attention

State collapse or crisis

Increasing strike action and
Water crisis

Increasing corruption

Regulatory / legislative
changes

Profound political and social
instability

Major escalation in organised
crime and illicit trade

Government policy changes



IRMSA - [ODSA, SAICA and IlA SA Combined Industry Level
Top 20 Risk Ranking Comparison

IODSA, SANCA and ILASA Combined Industry Lewel Top 20 | IRMSA Combined Industry Lewel Top 20 Risk Ranking

Risk Ranking

Failures shortfall of oritical infrastructure Regulatorny £ legislative chamnges

Lack of leadership Imeuffacient electricity supphy

Imcreasing comupticom Skills shartage

Gowvernance failune Imcreasing conmupton

In=sfficient electricity supply Govvernment policy chanoes

10 out of
20 risks
have a

Gowvernment policy changes Aeputational damage or adverse media ~ social media attention
Inecreasing strike acticn MMassive incdent of data fraud 7 theeft

Profowund political and social instability Profound political and social instabiliny

ranking
differential
of no
more than
three
places

Structurally high unemploymentfunderemplayment WiateT crisis

Skills shortaogs Failure ¢ shortfall of critical infrastmucoune

Wilster crisis Structurally high nemployment S urederemiploymment

Regulatoryfegislative changes Unmanaged inflaticn

TEELX X

Mzjor escalation in organised crime and illidt trade Governance failure

Ladck ofF inmowaticon Lack of leadership
Miassive incident of data frawsd theft State collapse or crisis

Sewerne inoorme disparity MMajor escalation in organised crime and illicit tracks

State collapse ar Crisis Severe inoome disparity

MMi=use of techneologies Imcreasing strike action

0000060000000

Repuational damage ar adverse mediadsodal media attention Misuse of techmologies

Linmanaged inflation Lk of inmowation




Likelihood Ratings: WEF — [RSA - RSATAAUSIHY

Skills shortage

WEF 2016 Report

Regulatory/legislative changes

Interstate conflict

0 Large-scale involuntary migration

o [EXITETHE weather events Extreme weather conditions

Failure of national governance

o [Failure of climate-change mitigation and adaptation

State collapse or crisis Unemployment/underemployment Skills shortage
Severe income disparity

0 ﬂnterstata conflict

Increasing corruption Insufficient electricity supply
Insufficient electricity supply Increasing corruption

e [Na‘tura] catastrophes Unemployment/underemployment Government policy changes

Education and skills development Severe income disparity

Lack of leadership Unemployment/underemployment

O [Failure of national governance Natural catastrophes

0 [Unemplﬂwnem or underemployment Failure of climate change adaptation

e [Data fraud or theft Water crisis

0 Mater crises Data fraud or theft
icit trac
O llicit trade Cyber attacks

Water crisis

Reputational damage or adverse
media/social media attention

Regulatory/legistlative changes

\\\ WEF Likelihood RSA Likelihood RSA Industry Likelihood



WEF 2016 Report

0 failure of climate-change mitigation and adaptation

& [Neapans of mass destruction

0 [Nater crises

0 Large-scale involuntary migration

e [Energy price shock

o3 Fimdiuemih,r loss and ecosystem collapse

0 [:iscal crises

0 F:praad of infectious diseases

© Asset bubble

& [Profound socil instabiity

\\

Spread of infectious diseases

Weapons of mass destruction

Interstate conflict

Failure of climate change adaptation

Energy price shock

Critical information
infrustructure breakdown

Unemployment/underemployment

Biodiversity loss and
ecosystem collapse

WEF Consequence

. Geopolitical . Societal

Water crisis

Insufficient electricity supply

State collapse or crisis

Education and skills development
Increasing corruption
Failure/shortfall of critical infrastructure

Lack of leadership

Skills shortage

Unemployment/underemployment

Unmanaged inflation

RSA Consequence

Conseguence Ratings: WEF — RSA — RSA Industry
. Economic . Environmental

Water crisis

. Technological

Regulatory/legislative changes
State collapse or crisis

Lack of leadership

Reputational damage or adverse
media/social media attention

Data fraud or theft
Governance failure

Failure/shortfall of critical infrastructure

Skills shortage

Profound political and social instability

Insufficient electricity supply

RSA Consequence
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NDP Exposure

Uniting all South Africans around a common
programme to achieve prosperity and equity
Promoting active citizenry to strengthen

development, democracy and accountability

Bringing about faster economic growth, highe

investment and greater labour absorption

Focusing on key capabilities of people and the
state

Building a capable and developmental state
Encouraging strong leadership throughout

society to work together to solve problems

Chart 3: Number of Top 20 Risks Linked to NDP Interlinked Priorities

to Top 20 SA Risk Profile

Economy and employment

Economic infustructure

Environmental sustainability and resilience
Inclusive rural economy

South Africa in the region and the world
Transforming human settlements
Improving education, training and innovation
Healthcare for all

Social protection

Building safer communities

Building a capable developmenital state
Fighting cormuption

Mation building and social cohesion

‘EEEEEEEENEE (N

Chart 4: Number of Top 20 Risks Linked to NDF Developmental Themnes (2 Themes per Risk)
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Spread of Total Numlber of Risk
Interconnections

. Education and skills development
Failure/shortfall of critical infrastructure
- Governance failure
Increasing comuption
I \ncreasing strike action
Insufficient electricity supply
- Lack ofleadership
Major escalation in organised crime and illicit rade

The weakening of Il Massiveincident of data fraud /theft
representative democracy

Profound political and social instakbility
- Prolonged recession in the BRICS countries

Regulatory /legislative changes
: Reputational damage or adverse media/social media attention
Profound political and social

: SEvarai
instability Increasing sirike acion Soversincomedispany

=
O
- Skills shortage
i)

State collapse or crisis

Structurally high unemployment/underemployment
Theweakening of representative democracy
. Unmanaged inflation

Massive Education and skills Failure/shortfall of Water crisis

incident of development critical infrastructure

Insufficient el eciicity Water crisis
supply

Lack ofleadership

Severeincome
disparity

State collapse or crisis

Skills shortage




South African Scenarios Related 1o NDP
Implementation

Global Stability

(&

SA Vulnerable SA Resilient

Global Instability




World Economic Forum Global Risks Report

Ageing Population Ageing of populations in developed and developing countries driven by declining

fertility
Climate change
» Trends 2015
Deterioration in quality of air, soill and water from ambient concentrations of

Environmental

degradation pollutants and other activities and processes

Growing middle class in Growing share of population reaching middle-class income levels in emerging
emerging economies economies

Increasing national Increasing national sentiment among populations and political leaders affecting
sentiment countries' national and international political positions

Increasing polarization of Inability to reach agreement on key issues within countries due to diverging or
societies extreme values, political or religious views

Rise of chronic diseases Increasing rates of non-communicable diseases, also known as chronic diseases,
leading to long-term costs of treatment threatening recent societal gains in life
expectancy and quality, placing a burden on economies

Rise of hyperconnectivity Increasing digital interconnection of people and things

Rising geographic Increasing mobility of people and things due to quicker and better performing

mobility rmeans of transport and lowered barriers

Rising income disparity Increasing socic-economic gap between rich and poor in major countries or regions

Shifts in power Shifting power from state to non-state actors and individuals, from global to regional
levels, and from developed to emerging market and developing economies

Rising number of people living in urban areas, resulting in the physical growth of

cities

Weakening of Weakening or inadequate global or regional institutions’(e.q. the UN, IMF, NATO, etc)
international governance agreements or networks, and loss of trust in them, increasing the global power
vacuum and preventing effective solutions to global challenges

Change of climate attributed directly or indirectly to human activity that alters the
composition of the global atmosphere and which is in addition to natural climate
variability



Spread of Global Trends Significantly Impacting the
Top 20 South African and Industry Level Risk Profiles
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SME Questionnaire
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Proposed Enhancements for 2017

= Ongoing Monitoring of Risks Throughout the Year

= |ive Tracking of South Africa's most likely Projected
Developmental Scenario Linked to NDP

Implementation

» Risk Readiness Assessment

®» A Yearto Year Comparison between the Current

and Previous Year's Top Risks




