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Initial Survey: Vote for Top 20
Asset bubble Banking reputational risk

Biodiversity loss and 

ecosystem collapse

Breakdown of critical 

information infrastructure & 

networks

Capital availability / credit risk Commodity price fluctuations Deflation
Droughts in Sub-Saharan 

Africa

Ebola virus outbreak Economic Slowdown
Education and skills 

development
Energy price shock

Escalation in large-scale cyber 

attacks

Escalation of economic and 

resource nationalisation
Exchange rate fluctuations Extreme weather events

Failure / shortfall of critical 

infrastructure

Failure of a major financial 

mechanism or institution

Failure of climate-change 

adaptation

Fiscal crisis in key economics

Food crises Governance failure Government policy changes Increasing Corruption

Increasing Strike Action Insufficient Electricity Supply
Interstate conflict with 

regional consequences
Lack of Innovation

Lack of leadership
Large-scale involuntary 

migration

Major escalation in organised 

crime and illicit trade

Man-made environmental 

catastrophes

Massive incident of data fraud 

/ theft
Mismanaged urbanisation Misuse of technologies Natural catastrophes

Profound political and social 

instability

Prolonged recession in high-

income countries

Prolonged recession in the 

BRICS countries

Regulatory / legislative 

changes

Reputational damage or 

adverse media / social media 

attention

Rising pollution in the 

developing world
Severe income disparity Skills shortage

Spread of infectious diseases State collapse or crisis

Structurally high 

unemployment / 

underemployment

Terrorist attacks

The weakening of 

representative democracy
Unmanaged inflation Water crisis Weapons of mass destruction

Source of 2016 Risk Universe:

South Africa Risk Report 2015 WEF Global Risks 2015 Report WEF Global Agenda 2015 Report

World Bank Sub-Saharan Africa 

Outlook 2015

Aon Global Risk Management 

Survey 2015
PwC Risk in Review 2015

Created 
2016 risk 
universe –
52 risks in 

total 

Multiple 
sources 

used for the 
2016 risk 

report



Initial Survey: Vote for Top 20
Asset bubble Banking reputational risk

Biodiversity loss and 

ecosystem collapse

Critical information 

infrastructure breakdown

Capital availability / credit risk Commodity price fluctuations Deflation
Droughts in Sub-Saharan 

Africa

Ebola virus outbreak Economic Slowdown
Education and skills 

development
Energy price shock

Escalation in large-scale cyber 

attacks

Escalation of economic and 

resource nationalisation
Exchange rate fluctuations Extreme weather events

Failure / shortfall of critical 

infrastructure

Failure of a major financial 

mechanism or institution

Failure of climate-change 

adaptation

Fiscal crisis in key economics

Food crises Governance failure Government policy changes Increasing Corruption

Increasing Strike Action Insufficient Electricity Supply
Interstate conflict with 

regional consequences
Lack of Innovation

Lack of leadership
Large-scale involuntary 

migration

Major escalation in organised 

crime and illicit trade

Man-made environmental 

catastrophes

Massive incident of data fraud 

/ theft
Mismanaged urbanisation Misuse of technologies Natural catastrophes

Profound political and social 

instability

Prolonged recession in high-

income countries

Prolonged recession in the 

BRICS countries

Regulatory / legislative 

changes

Reputational damage or 

adverse media / social media 

attention

Rising pollution in the 

developing world
Severe income disparity Skills shortage

Spread of infectious diseases State collapse or crisis Terrorist attacks
The weakening of 

representative democracy

Unemployment or 

underemployment
Unmanaged inflation Water crisis Weapons of mass destruction

Categories of 2016 Risk Universe:

Economic Environmental Geopolitical

Societal Technological

How the 
2016 risk 
universe is 

spread 
across the 

WEF 
categories



Initial Survey: Risks based on NDP Impact 
Interlinked Priorities:

1. Uniting all South Africans around a common programme 

to achieve prosperity and equity

2. Promoting active citizenry to strengthen, development, 

democracy and accountability. 

3. Bringing about faster economic growth, higher investment 

and greater labour absorption. 

4. Focusing on key capabilities of people and the state. 

5. Building a capable and developmental state. 

6. Encouraging strong leadership throughout society to work 

together to solve problems.

Developmental Themes, with Summarised Objectives:
 ECONOMY AND EMPLOYMENT – Unemployment; GDP; Inequality; Exports; National Savings.

 ECONOMIC INFRASTRUCTURE – Electricity; Water; Public Transport; Ports; Internet.

 ENVIRONMENTAL SUSTAINABILITY AND RESILIENCE – Natural Resources; Land and Oceans; 

Greenhouse Gas Emissions; Waste Disposal; Disaster Preparedness; Agricultural Technologies; 

Renewable Energy.

 INCLUSIVE RURAL ECONOMY – Additional Agricultural Jobs; Spatial Planning; Upgrade all Informal 

Settlements; Intra-regional Trade in Southern Africa.

 SOUTH AFRICA IN THE REGION AND THE WORLD – Intra-regional Trade in Southern Africa. 

 TRANSFORMING HUMAN SETTLEMENTS – Spatial Planning System; Upgrade all Informal Settlements; 

Public Transport.

 IMPROVING EDUCATION, TRAINING AND INNOVATION – Early Childhood Development; 80 – 90 

Percent Pass Rate for Learners; Minimum Standards for Schools; Expand the College System; Increase 

Enrolment at Universities and more PhD Qualified Staff; Expand Science, Technology and Innovation.

 HEALTHCARE FOR ALL – Increase Life Expectancy; Reduce Infant Mortality; Reduce Prevalence of 

Diseases; Reduce Injury, Accidents and Violence; Access to an Equal Standard of Care; Skilled 

Healthcare Staff.

 SOCIAL PROTECTION – Minimum Standard of Living; Focus on Services to Children and Vulnerable 

Groups; Improve Social Welfare Sector Skills; Income Support for the Unemployed; Safe and 

Sustainable Pensions.

 BUILDING SAFER COMMUNITIES – Safe Environment at Home, at School and at Work; Focus on Safety 

of Women and Children; Professional and Well-resourced Police Service.

 BUILDING A CAPABLE AND DEVELOPMENTAL STATE – Developmental and Transformative State and 

Public Service; Well-equipped Staff; Improved Relations between National, Provincial and Local 

Government; Governance Structures support State-owned Enterprises (SOEs).

 FIGHTING CORRUPTION – A Corruption-free Society; Ethical Society; Accountable Government.

 NATION BUILDING AND SOCIAL COHESION – Equal Opportunities for all Members of Society; United, 

Prosperous, Non-racial, Non-sexist, and Democratic South Africa.

Survey respondents were asked to select the top 
risks that could adversely affect the achievement of 

the South African Government’s National 
Development Plan priorities and objectives for 2030.
They were also asked to select the top risks in their 

respective industries.



Initial Survey: Results – Top 20 National Risks
Asset bubble Banking reputational risk

Biodiversity loss and 

ecosystem collapse

Breakdown of critical 

information infrastructure & 

networks

Capital availability / credit risk Commodity price fluctuations Deflation
Droughts in Sub-Saharan 

Africa

Ebola virus outbreak Economic Slowdown
Education and skills 

development
Energy price shock

Escalation in large-scale cyber 

attacks

Escalation of economic and 

resource nationalisation
Exchange rate fluctuations Extreme weather events

Failure / shortfall of critical 

infrastructure

Failure of a major financial 

mechanism or institution

Failure of climate-change 

adaptation

Fiscal crisis in key economics

Food crises Governance failure Government policy changes Increasing Corruption

Increasing Strike Action Insufficient Electricity Supply
Interstate conflict with 

regional consequences
Lack of Innovation

Lack of leadership
Large-scale involuntary 

migration

Major escalation in organised 

crime and illicit trade

Man-made environmental 

catastrophes

Massive incident of data fraud 

/ theft
Mismanaged urbanisation Misuse of technologies Natural catastrophes

Profound political and social 

instability

Prolonged recession in high-

income countries

Prolonged recession in the 

BRICS countries

Regulatory / legislative 

changes

Reputational damage or 

adverse media / social media 

attention

Rising pollution in the 

developing world
Severe income disparity Skills shortage

Spread of infectious diseases State collapse or crisis

Structurally high 

unemployment / 

underemployment

Terrorist attacks

The weakening of 

representative democracy
Unmanaged inflation Water crisis Weapons of mass destruction

Source of 2016 Risk Universe:

South Africa Risk Report 2015 WEF Global Risks 2015 Report WEF Global Agenda 2015 Report

World Bank Sub-Saharan Africa 

Outlook 2015

Aon Global Risk Management 

Survey 2015
PwC Risk in Review 2015

Interesting 
to see how 
the Top 20 

national risk 
profile is 
spread 

across the 
various 
sources



Initial Survey: Results – Top 20 Industry Risks
Asset bubble Banking reputational risk

Biodiversity loss and 

ecosystem collapse

Breakdown of critical 

information infrastructure & 

networks

Capital availability / credit risk Commodity price fluctuations Deflation
Droughts in Sub-Saharan 

Africa

Ebola virus outbreak Economic Slowdown
Education and skills 

development
Energy price shock

Escalation in large-scale cyber 

attacks

Escalation of economic and 

resource nationalisation
Exchange rate fluctuations Extreme weather events

Failure / shortfall of critical 

infrastructure

Failure of a major financial 

mechanism or institution

Failure of climate-change 

adaptation

Fiscal crisis in key economics

Food crises Governance failure Government policy changes Increasing Corruption

Increasing Strike Action Insufficient Electricity Supply
Interstate conflict with 

regional consequences
Lack of Innovation

Lack of leadership
Large-scale involuntary 

migration

Major escalation in organised 

crime and illicit trade

Man-made environmental 

catastrophes

Massive incident of data fraud 

/ theft
Mismanaged urbanisation Misuse of technologies Natural catastrophes

Profound political and social 

instability

Prolonged recession in high-

income countries

Prolonged recession in the 

BRICS countries

Regulatory / legislative 

changes

Reputational damage or 

adverse media / social media 

attention

Rising pollution in the 

developing world
Severe income disparity Skills shortage

Spread of infectious diseases State collapse or crisis

Structurally high 

unemployment / 

underemployment

Terrorist attacks

The weakening of 

representative democracy
Unmanaged inflation Water crisis Weapons of mass destruction

Source of 2016 Risk Universe:

South Africa Risk Report 2015 WEF Global Risks 2015 Report WEF Global Agenda 2015 Report

World Bank Sub-Saharan Africa 

Outlook 2015

Aon Global Risk Management 

Survey 2015
PwC Risk in Review 2015

The Top 20  
industry 
level risk 
profile is 

also spread 
across the 

various 
sources



2016 Risk Report Compilation

Risk labs

KEY STAGES IRMSA 

conference

Initial 

Survey

Analyse

results

Prioritised 

risks

Final 

report

Editing & 

design

Incorporate 

feedback

Interco

nnections, 

trajectory 

&scenarios

SME 

questionna

ire

Gathering info

Interpreting info

SME feedback

Report writing



Risk Labs: Top 20 Ranking for the Country

Top 20 Risks for South Africa: In no particular order

Failure / shortfall of critical infrastructure Governance failure 

Education and skills development Increasing corruption 

Increasing strike action Insufficient electricity supply 

Lack of leadership 
Major escalation in organised crime and 
illicit trade 

Massive incident of data fraud / theft Profound political and social instability 

Prolonged recession in the BRICS countries Regulatory / legislative changes 

Reputational damage or adverse media / 
social media attention 

Severe income disparity 

Skills shortage State collapse or crisis 

Structurally high unemployment / 
underemployment 

Unmanaged inflation 

Water crisis Weakening of representative democracy

Participants 
were asked 
to provide 
Likelihood 
and Impact 
ratings for 
the Top 20 
national 

risks



Risk Labs: Top 20 Ranking for Industry

Top 20 Risks for South Africa: In no particular order

Failure / shortfall of critical infrastructure Governance failure 

Government policy changes Increasing corruption 

Increasing strike action Insufficient electricity supply 

Lack of innovation Lack of leadership 

Major escalation in organised crime and 
illicit trade 

Massive incident of data fraud / theft 

Misuse of technologies Profound political and social instability 

Regulatory / legislative changes 
Reputational damage or adverse media / 
social media attention 

Severe income disparity Skills shortage 

State collapse or crisis 
Structurally high unemployment / 
underemployment 

Unmanaged inflation Water crisis

Participants 
were asked 
to provide 
Likelihood 
and Impact 
ratings for 
the Top 20 
industry 

level risks
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IRMSA Conference: Additional Rating - Risk Velocity

 In this context Risk Velocity refers to the speed of occurrence of a particular risk impacting 

South Africa and your Industry, as well as the duration of its impact and response required

IRMSA Risk Report Risk Velocity Scale Rating 1: 

Speed of 

Onset

Rating 2:

Duration of 

Impact

Rating 3:

Duration of 

ResponseRating Descriptor Definition

5 Imminent Onset / impact / response happening now or within 1 month

Speed of Onset –

requires a 

consideration of 

how quickly

a risk might occur 

and how much 

warning is 

provided

Duration of 

Impact – relates 

to how quickly and 

in what manner 

the impact will be 

felt i.e. duration / 

shock / spread out 

/ nature of the risk 

impact 

Duration of 

Response –

relates to the time 

required to restore 

assets / 

operations, based 

on current controls 

/ capabilities 

4 Rapid Onset / impact / response occurs within 1 - 3 months

3 Moderate Onset / impact / response occurs within 3 months - 1 year

2 Slow Onset / impact / response occurs within 1 - 3 years

1 Very Slow Onset / impact / response occurs within 3 - 5 years

Participants 
were asked 
to provide 

Risk 
Velocity 

ratings for 
the Top 20 

risks –
National & 
Industry 
levels
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Results: Combined Top 20 Risk Rankings and Scores

Overall 
Ranking

Top 20 Risk Rankings: National Level RI RL RR
Risk Sub 
Category

1 Insufficient electricity supply 4.69 4.47 20.96 NDP

2 Increasing corruption 4.6 4.52 20.79 NDP

3 Skills shortage 4.55 4.55 20.7 NDP

4 Education and skills development 4.6 4.37 20.1 NDP

5 Water crisis 4.76 4.2 19.99 NDP

6 Structurally high unemployment / underemployment 4.46 4.45 19.85 NDP

7 Lack of leadership 4.56 4.34 19.79 NDP

8 Increasing strike action 4.31 4.33 18.66 NDP

9 Failure / shortfall of critical infrastructure 4.56 4.08 18.6 NDP

10 Severe income disparity 4.08 4.42 18.03 NDP

11 Profound political and social instability 4.42 3.91 17.28 NDP

12 Major escalation in organised crime and illicit trade 4.2 3.93 16.51 NDP

13 The weakening of representative democracy 4.29 3.8 16.3 NDP

14 Governance failure 4.2 3.82 16.04 NDP

15 Regulatory / legislative changes 3.88 4.11 15.95 NDP

16 Unmanaged inflation 4.43 3.49 15.46 NDP

17 State collapse or crisis 4.67 3.25 15.18 NDP

18 Reputational damage or adverse media / social media attention 3.75 3.9 14.63 NDP

19 Prolonged recession in the BRICS countries 4 3.51 14.04 NDP

20 Massive incident of data fraud / theft 3.93 3.54 13.91 NDP

Overall 
Ranking

Top 20 Risk Rankings: Industry Level RI RL RR
Risk Sub 
Category

1 Regulatory / legislative changes 4.28 4.19 17.93 Industry

2 Insufficient electricity supply 4.01 4.14 16.6 Industry

3 Skills shortage 4.06 3.71 15.06 Industry

4 Increasing corruption 3.82 3.92 14.97 Industry

5 Government policy changes 3.94 3.67 14.46 Industry

6 Reputational damage or adverse media / social media attention 4.21 3.35 14.1 Industry

7 Massive incident of data fraud / theft 4.15 3.34 13.86 Industry

8 Profound political and social instability 4.05 3.27 13.24 Industry

9 Water crisis 3.8 3.36 12.77 Industry

10 Failure / shortfall of critical infrastructure 3.99 3.11 12.41 Industry

11 Structurally high unemployment / underemployment 3.5 3.48 12.18 Industry

12 Unmanaged inflation 3.89 3.11 12.1 Industry

13 Governance failure 4.1 2.94 12.05 Industry

14 Lack of leadership 4.23 2.8 11.84 Industry

15 State collapse or crisis 4.26 2.78 11.84 Industry

16 Major escalation in organised crime and illicit trade 3.64 3.24 11.79 Industry

17 Severe income disparity 3.29 3.5 11.52 Industry

18 Increasing strike action 3.34 3.34 11.16 Industry

19 Misuse of technologies 3.56 3.06 10.89 Industry

20 Lack of innovation 3.7 2.94 10.88 Industry



Results: Combined Top 20 Risk Dashboard
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Results: Combined Top 10 Risk Rankings



Results: Top Three Risks by Industry



IRMSA - IODSA, SAICA and IIA SA Combined Industry Level 

Top 20 Risk Ranking Comparison

10 out of 

20 risks 

have a 

ranking 

differential 

of no 

more than 

three 

places



Likelihood Ratings: WEF – RSA – RSA Industry

WEF 2016 Report



Consequence Ratings: WEF – RSA – RSA Industry

WEF 2016 Report
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NDP Exposure to Top 20 SA Risk Profile



Unfolding of the Top 20 Risks - 18 Month 

and 10 Year Horizons



Interdependency of the Top 20 South 

African Risks for 2016



Spread of Total Number of Risk 

Interconnections



South African Scenarios Related to NDP 

Implementation



World Economic Forum Global Risks Report

 Trends 2015 



Spread of Global Trends Significantly Impacting the 

Top 20 South African and Industry Level Risk Profiles
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SME Questionnaire



Snippet of SME Feedback Summary



Proposed Enhancements for 2017

 Ongoing Monitoring of Risks Throughout the Year

 Live Tracking of South Africa's most likely Projected 

Developmental Scenario Linked to NDP 

Implementation

 Risk Readiness Assessment

 A Year to Year Comparison between the Current 

and Previous Year’s Top Risks 


